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Introduction 
“Gartner predicts that, by 2020, 75 percent of organizations will experience visible business disruptions due to 

I&O [IT Infrastructure & Operations Management] skills gaps, which is an increase from less than 20 percent 

in 2016. Given the lack of digital dexterity for hire, I&O leaders must begin by developing these skills with the 

talent they already have. Most companies don't have an accurate inventory of the available skills of their current 

IT workforces, so this must be a first step.” Gartner, March 27, 2018 

A 2018 Digital Leaders survey from BCS uncovered a common vulnerability which risks their brand 

reputation and organisation’s success by failing to deliver on promises to customer, internal stakeholders 

and investors: “Only 14% of participants feel their organisation has enough resources to achieve success in 

2018” 

Six out of seven admit to being in this position, and even the other one is only relying on “feel”! How did 

you get there, and, more importantly, what urgent action is needed to help fix this? Having the right 

people with the right skills at appropriate levels, is essential for all organisations. Getting there requires a 

definitive and detailed answer to two key questions: What skills do we have? What skills do we need? 

Is it acceptable for any CIO, COO, HR Director, or any senior leader, to not know the answers? 
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Key Takeaways 
• Effective resourcing requires a baselining of current skills and capabilities 

• There is a natural reticence on behalf of leaders to try to answer this question 

o Whilst we can joke about the predominant psychological personality type of most 

technology professionals, there is some truth that they are often not naturally comfortable in 

non-technology aspects such as people, skills, and the emotional and human elements of how 

people feel about what they do and how they do it,  

o Recognising this is half the issue and ensuring that people with appropriate experience are 

involved is sensible behaviour when trying to do something for the first few times, 

particularly when it is so important to get it right first time. Those that can help, should be 

involved when needed – this includes Human Resources professionals, and sometimes 

additional experienced practitioners, consultants, and trainers. 

• Human Resources professionals often feel ineffective and excluded because of translation and 

communication issues between technology and HR, with each community having a different set of 

terminology and acronyms. 

o SFIA is an excellent framework that helps address this precise issue by providing a common 

language that is accessible to all. 

• There is a perception that finding out what skills are present, and which are needed is difficult to 

do. 

o Our experience is that assessment of current skills is much easier to do than expected, if an 

appropriate approach is taken. Sadly, we have noted that common practice is often not 

what we’ve found to be effective good practice, and this can undermine the perceived value 

of SFIA itself.  

• We still need to help our people improve their Influence. This will make them better 

communicators, become evangelists, and interact more effectively with business colleagues and 

suppliers. 

• To support Digital Transformation, we need to move more staff from responsibility level 4 to 5. 

This will help embed new processes and methods and ensure consistency and compliance. 

• We don’t know how to share! The lack of skills in Information Systems Coordination is going to 

inhibit the adoption of Cloud technologies and multi-supplier models such as SIAM. 

• The lack of skills in User Experience means we are still creating solutions for IT people and the 

business executives, not our end customers. The dramatic rise of organisations like Xero and 

products from Apple show the importance of getting the User Experience right. Without these 

fundamental skills, we will continue to disenfranchise large parts of our demographic and reinforce 

the Digital divide. 

• Our people managers focus on employee performance, not professional development, which 

negatively impacts staff churn and often wastes time and money on the wrong training and 

development activities. 

• Whilst we talk about the great skills shortage, some of the skills we lack the most are described in 

SFIA’s Skills management sub-category. This includes learning assessment and evaluation (LEDA), 

which is found in less than 1% of our respondents. Why do we care so little about understanding 

critical learning needs? 

• Our approach to Information and Cyber Security continues to be fragmented, with a lack of 

Enterprise ownership and coordination. 
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• Our on-demand attitude has made us lazy in Capacity Management, creating an ‘Oliver – more 

please’ mentality. Whilst this approach can work for commodity services, we still need to manage 

supply and demand to ensure we continue to provide value to the business. 

• The grey areas between Accountability and Responsibility continue to confuse our people, even 

our most senior leaders, creating confusion about what people do and the skills they need.  

• As we transform our IT organisations from teams of people that manage technology to empowered 

individuals that deliver outcomes, we will need to enhance our skills in Service Level 

Management, Contract Management and Sourcing. IT professionals will broker ‘fit for 

purpose’ solutions based on business demand; incorporating Cloud services and in-house capability, 

implemented with an Agile approach. Solution Architects who understand Security and have their 

head in the Clouds will rule the roost, building beautiful solutions with the ultimate User Experience. 

SFIA – the common language 
SFIA, the Skills Framework for the Information Age, provides a set of descriptions of digital, cyber and 

ICT skills and responsibility characteristics which have been adopted internationally in nearly 200 

countries. SFIA is used for a number of purposes, including assessing the current skills of individuals and 

organisations, creation of role profiles and job description, mapping of education, training and other 

development activities, certification, mentoring and professional credentialling. 

Version 6 of SFIA was released at the end of June 2015, and included several key improvements – most 

notably in the cyber security and digital skills areas. We were delighted to be part of the project team for 

SFIA6, and are honoured to be involved in the SFIA7 project and the SFIA Council supporting the not-

for-profit SFIA Foundation. Along with other SFIA users, partners, consultants and trainers, we continue 

to act as ambassadors to ensure that SFIA is able to provide on-going value to new and existing users. 

The data in this report comes from BSMimpact’s instance of the SkillsTx system which is used to support 

SFIA Assessment and implementation activity.  The data analysed here is from 4,902 individuals within a 

spectrum of organisations who have used SFIA6 to produce a baseline of their current skills through self-

assessment, and data input by assessors who have conducted one-to-one skills discussions to gather 

verbal evidence to produce a validated assessment for 2,915 of these individuals following the self-

assessment activity.  All of the data is from self-assessments and validations carried out since the launch 

of SFIA6 (July 2015 to the end of December 2017). 

The data analysed in this report builds upon our 2015-16 report, more than doubling the volume of 

validated skills data. The report presents a picture which makes sense in how it builds on the data 

presented in 2015 at the Sydney launch event for SFIA6 and in the 2016 London event. The observations, 

conclusions, and guidance contained in the report is the product of several experienced resources in 

addition to ourselves, and we believe that they will be useful to many organisations world-wide. 

The level of active involvement from, and empowerment for, the individual professionals using the skills 

described by SFIA, has been greatly enhanced through the development and availability of tools such as 

SkillsTx and the further refinement of BSMimpact’s methods. The word cloud shows responses from 

those who have taken part in these assessment surveys. 
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On behalf of BSMimpact and SkillsTx, we would be interested in your thoughts and comments. 

If these findings have spurred you into wanting to understand the skills you have 

and the skills you need, please contact us for further information 

info@bsmimpact.com  

 

 
 

Matthew Burrows 
Principal Consultant 

 
 

Paul Collins 
Prinicpal Consulant 

 
 
Daniel Merriott 

Prinicpal Consultant 
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Data Analysis 

Levels of Responsibility 
SFIA includes a set of descriptions for four different characteristics of generic responsibility, with each 

characteristic described at seven levels. These are assessed separately from the 97 professional skills 

within SFIA6. 

 

 

This chart plots the highest validated level of each participant for SFIA’s Level of Responsibility (LoR) 

characteristics of autonomy, influence, complexity, and business skills. The following observations are 

offered for these results: 

• Broadly a bell curve (‘normal distribution’) shape, slightly weighted towards the higher levels 

• The lack of staff purely operating at level 1 of the responsibility characteristics, could indicate 

that few organisations bring people into their organisations at this level. In part this could be 

driven by outsourcing, with roles that would have historically operated at this level no longer 

being retained within the organisation. The impact on education and apprenticeships, and the 

expectation of internships, and then on recruitment, with an indicated need for staff to 

immediately assume responsibilities at levels 2 or 3, must be thought through in terms of how 

these people are developed and given experience of operating at these higher baseline levels.  

• Artificial intelligence, machine learning, and general automation, could be responsible for further 

erosion in this area, as the costs of recruiting and supervising staff at low skill levels is prohibitive 

compared with the alternatives – and the inherent relationship between skill levels and levels of 
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responsibility would result in continuing to see the lowest level in organisations moving further 

upward in SFIA terms.  

• With low numbers of people validated at level 2, it could also be that these activities, where still 

performed by staff, are dealt with by staff who also operate at higher levels of responsibility. 

• Anecdotally, we have often been told that the typical entry level requirement is level 2 or 3, with 

support staff expected to resolve incidents and action service requests rather than just log and 

route, for example. 

• Influence is often an interesting indicator of the culture of an organisation and is seen lagging 

behind the other 3 characteristics in organisations where resource feel they are given 

responsibility for tasks but that their outputs and views are not given enough consideration or 

fail to influence others in the organisation. With the rolled-up data in this study, we can see that 

on average influence does track below the other characteristics at level 5 and 6, and slightly 

behind at level 7. Contrastingly, the influence is higher at levels 2 and 3. 

 

 

 

This chart plots the same data in percentage form, reflecting the results that almost all the subjects 

included in this data were validated as having at least level 2, and therefore are by default able to operate 

at level 1 if required. A small percentage of participants remain at level 2 as their highest validated level, 
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with the majority also having proven experience of operating at level 3, and the numbers drop off as we 

move up SFIA’s 7-level scale. 

• Again, this shows clearly the level of influence tracking below/behind other characteristics.  This 

is seen most prominently with people who straddle levels 3/4 and 4/5. Typically, the autonomy 

moves first, where individuals are trusted to know the processes and practices they should 

follow, and the level of influence moves last, maybe saying more about the organisations than the 

people themselves. 

• Interestingly, whilst many claimed level 7 through self-assessment, only 0.96% of the validated 

subjects could provide sufficient evidence for the Assessors to validate autonomy at level 7. 

Whilst we would expect relatively low numbers, as this level of autonomy would only be 

appropriate at the highest levels in an organisation, the validations have included figures with job 

titles such as “Chief Information Officer” and “Head of …….”. 

• Where organisations have a lag in the levels of influence, this may indicate a hierarchical culture, 

where layers of management inhibit the ability of individuals to influence either other teams, the 

business or those outside their organisations. 

• In organisations where the level of Autonomy is higher than the other LoR characteristics, this 

could signify several things, both good and bad. If the organisation actively provides opportunities 

for individuals to be more Autonomous, providing this is done in a controlled and managed way, 

this can be an excellent way of developing staff and nurturing leadership. On the other hand, 

higher levels of Autonomy without the corresponding Business Skills, Complexity and Influence 

may indicate a breakdown in the control mechanisms within the organisation, with people taking 

on additional responsibilities without the authority or approval from their supervisors.  

• Anecdotally, we have observed that participants who are beginning to master their own domain 

(typically working at SFIA level 4, perhaps with Influence tracking behind at level 3), often rate 

themselves significantly higher (SFIA levels 6/7 where influence over strategy plays a strong part). 

Our face-to-face sessions tend to reveal that these individuals are being recognised for their 

growing expertise which has typically been a narrow area of focus (hence the feeling of mastery), 

but they lack the wider picture of the organisation that typically comes with working at level 5 

and above. 
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Distribution of Characteristics as a % at each level 

 

• Business skills at level 7 has a higher percentage than any other characteristic at level 7. 

• The 2016 report showed the proportions of Autonomy and Influence the other way around for 

those at level 7, indicating a reduction in the average level of influence of the most senior leaders 

in technology functions – being given the Autonomy, but lacking the Influence to back that up. 

• A large percentage of business skills at Level 7 suggests that senior roles are more business 

leaders and have strong internal relationships but are not often responsible for the organisation’s 

strategic direction. Given many of those surveyed were from the public sector, this level of 

Autonomy is often at the Senior Executive or minister level. 
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Taking an average of the Levels of Responsibility to give an indication of leadership, experience and 

seniority, this chart shows the distribution of the validated level. 

• This isn’t a target for organisations to achieve but does suggest we’re finding more ‘senior 

delivery people’ during validation rather than leaders. 

• Levels 3, 4 and 5 make up 89% of those validated, very similar to 

our last report, although the distribution within these levels has 

shifted – level 3 figures have reduced, level 4 remained roughly the 

same, and level 5 has increased from 26% to 31%. The people data 

added since the last report, has changed the balance, 

reflecting an increased focus on elements of 

Management and Governance, and enablement rather 

than pure application of basic knowledge. 

• The significant reduction in level 3 responsibilities, from 24% to 

15%, may reflect the expected shift towards cloud-based and outsourced solutions.  
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Skills by Category 

 

SFIA6 contains 97 professional skills, each described at one or more of the seven levels within the SFIA 

framework. These skills are organised into a category and sub-category structure for navigation purposes.  

There are six categories contained in SFIA, which are shown above, along with the count of self-assessed 

and validated skills for the participants. 

During self-assessment, individuals are asked to state how well a SFIA description of a skill (at a level) 

applies to them and their experience, selecting “fully” for a match of 85% or more, “largely” for a match 

of between 50% and 85%, and “previous” where the description matches a skill which is not considered 

current but was possessed earlier in the individual’s career (7 years ago or more). Participants were also 

offered an option where the match was less than 50%, and therefore was not considered a good match.  

The chart shows the self-assessed results for “previous”, “largely”, and 

“fully”, along with skills which were validated at the “fully” level. 

• Many people think they have more involvement in strategy 

and architecture than they really do. 

• Through independent validation, we can find 

relationship and engagement skills that people 

didn’t recognise in themselves during self-

assessment. 
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Skills by Subcategory 

 

• When deconstructing this down at sub-category level, we see that information strategy skills are 

often over estimated by those during self-assessment, with a large proportion failing to provide 

evidence of real experience to demonstrate that they have these skills.  The same is true to an 

even more dramatic level in business strategy and planning, and to a lesser extent in technical 

strategy and planning. This supports the previous observation that many people think they have 

more involvement in strategy and architecture than they really do. 

• Unlike the last report, skills in the advice and guidance category appear to be overestimated 

during self-assessment, with individuals often mistaking feeling that 

they are consultants and subject-matter experts giving advice to 

others, rather than just applying their specialisms during their 

normal duties. 

• Skills in User Experience are still poorly represented, both self-

assessed and validated, calling into question the ability for 

organisations to successfully deploy Agile methods and User 

Experience design principles.  
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Top Skills by Level 
 

 

• Those with the highest levels of autonomy, the leaders in organisations, can provide evidence of their 

performance management (PEMT) skills. 

o This was a new skill for SFIA6, having previously been something hidden within the generic levels 

of responsibility and therefore not able to be pulled out, so it is very interesting to be able to 

show that this is important to the leaders in organisations, however this is not coupled with 

demonstration of professional development (PDSV) and resourcing (RESC) skills, which 

are the other skills in the people management sub-category. We are often finding that a specialist 

group with a focus on capability development and resource planning (sometimes part of a HR 

department, sometimes part of the larger IT function) are often the holders of those skills and 

play a key role in supporting people leaders. 

• Relationship management (RLMT) is a predominant and important skill for leaders, quite 

unsurprisingly, although is much stronger at levels 5 and 6, and much less widespread at level 7. 

• Consultancy (CNSL) suggests our leaders are problem solvers, working with the business to 

facilitate outcomes. 

• IT management (ITMG) was the highest skill for those validated at autonomy level 7 

• Contract management (ITCM) highlights the dependency on external service providers. The 

sourcing (SORC) skill doesn’t feature as highly and reflects the continued use of outsourcing. 
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• IT governance (GOVN) is still lower than IT management, even when split to look at those with 

autonomy 6 or 7 separately, suggesting that there isn’t always a clear gap between governance and 

management. 

• IT strategy and planning (ITSP) is ranked second for those with autonomy level 7 

• Technical specialism (TECH) is at number 10, reflecting the continued pattern of technical skills 

being less relevant for senior leaders. 

• Project management (PRMG) is included, and Programme 

management (PGMG) has now entered the top 10 (it wasn’t in the 

list in the previous report). Portfolio management (POMG) is still 

not in the top 10, which might suggest that even our leaders tend to be 

focused on individual point solutions, perhaps being reactive and tactical, 

more fire-fighting than fire prevention, rather than taking a more 

strategic and holistic view of how the total of our activity is helping to 

achieve business objectives and the full range of stakeholder outcomes. 

In a number of our client organisations undergoing digital 

transformation, the need to manage both services and 

change under coherent portfolios was identified as one of 

their major drivers. 

• Methods and tools (METL) and enterprise and business architecture (STPL) move out of 

the top 10 list. 

• The top skills for those with autonomy level 7 were IT management (ITMG) and IT strategy 

and planning (ITSP). 
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• Technical specialism (TECH) is dominant in the middle layers of the organisation, where we 

typically find senior practitioners, team leaders and middle management.  This supports the 

observation that senior leaders with autonomy at levels 6/7 are no longer focussed on the 

technology as their principal area. 
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• Those at the lowest levels of autonomy are often found to be strong in customer service support 

(CSMG), incident management (USUP), and application support (ASUP) skills. 

• Application support (ASUP) is much higher in those with autonomy 3, featuring as the second 

place to customer service support (CSMG). 
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Category Analysis – Strategy and Architecture 

 

• Technical specialism (TECH) and Consultancy (CNSL) skills are the highest validated skills 

within the Strategy and Architecture category. 

• Sustainability strategy (SUST) and sustainability management (SUMI) were validated in 

extremely low numbers, demonstrating gaps in skills which were introduced in 2010 as part of SFIA 

version 4G, specifically addressing the growing importance of environmental, green and sustainability 

concerns. Our assessments stretching back several years (including assessments based on SFIA version 

5) show that these skills continue to be poorly represented across a wide variety of organisations in 

many countries. 

• The low levels of information systems coordination (ISCO) compared to IT management 

(ITMG) suggests there is still some way to go for organisations 

adopting a shared service or Service Integration approach. As 

organisations move to embrace the cloud and all that it offers, 

traditional IT managers will move to roles such as service integrators 

or service brokers, coordinating service provision across several 

platforms. 
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Category Analysis – Change and Transformation 

 

• Project management (PRMG), business analysis (BUAN), and requirements definition and 

management (REQM) skills lead the change and transformation skills validated. 

• Sustainability assessment (SUAS) is almost nowhere to be seen, which questions the level of 

environmental, green or sustainability commitment. 

• There is some correlation between change implementation and planning (CIPM) 5/6 and 

project management (PRMG) 5/6, suggesting that some of those involved in managing complex 

projects (PRMG Level 5 and above) have skills in the Business Change elements of the project.  

• There is an interesting correlation between benefits 

management (BENM) and programme management 

(PGMG) suggesting that many of the benefits for change 

activities are managed at a programme level, rather than a project 

level, which is not uncommon. 
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Category Analysis – Development and Implementation 

 

• Again, the environment/green skills, in this case sustainability engineering (SUEN), are not being 

found. 

• Safety engineering (SFEN) is also not a commonly identified skill and has featured in such a small 

number of the validations carried out over the last year that the results are barely visible on the scale 

of the chart above. 

• As previously mentioned, the lack of skills in User Experience suggests organisations are still focused 

on the business process rather than the user experience. The data suggests there are 4 times more 

skills in business analysis (BUAN) rather than user experience analysis (UNAN), which is a 

significant closure of the gap exposed by the previous support (from 10 to 4), supports the increase in 

Agile methodology adoption. We still have a way to go to truly integrate technology into the 

community and empower users to become Digitally enabled. The 

lack of skills in this area is one of the biggest inhibitors for those 

wanting to embrace technology and cross the Digital divide.    
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Category Analysis – Delivery and Operation 

 

• Application support (ASUP), incident management (USUP) and problem management 

(PBMG) are very commonly assessed and validated. 

• Penetration testing (PENT), newly introduced in SFIA6, is very specialist and therefore found in a 

small number of the participants, as expected. Our experience suggests that many organisations 

continue to outsource this skill to specialist providers. 

• The lack of skills in capacity management (CPMG) suggests organisations are becoming 

complacent in how they manage their resources in an ‘On Demand’ environment. Whilst this may be 

acceptable for technical resources like storage, processing and even network, other more complex 

resources like people and skills will become an issue. The ‘People’ element within service delivery, and 

how this competes with Business as Usual and Project activity is 

going to become a critical ‘Capacity Management’ issue moving 

forward, and skills in demand forecasting and capacity management 

will always be required.       
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Category Analysis – Skills and Quality 

 

• Performance management (PEMT) is the most common skill 

found from the skills and quality category, validated at significantly 

higher levels than professional development (PDSV), suggesting 

that the focus is the more reactive measurement of 

performance rather than proactively improving the skills of 

individuals through development activity. 

• Safety assessment (SFAS), like safety engineering 

(SFEN) from the development and implementation category, did not feature as an important core 

skill during recent skills assessment and validation activity. 

• The low level of skills in learning assessment and evaluation (LEDA) suggest we have some way 

to go to maximise our investment in skills development and manage our skills assets more effectively. 

The increased adoption of skills frameworks like SFIA attest to the 

focus organisations are placing in managing their skills, but given the 

levels of skills in this area, we are just starting on this journey. Much 

has been said about the Global skills shortage, but one of the most 

critical skills missing are the skills in skills management itself. 
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Category Analysis – Relationships and Engagement 

 

• Customer service support (CSMG) and relationship management (RLMT) are the most 

popular skills within the relationship and engagement category. 

• Sourcing (SORC) and contract management (ITCM) are also widely found, reflecting the 

continued requirement to manage suppliers, often as part of outsourcing arrangement.  These skills 

are critically important in organisations seeking to adopt a Service Integration and Management (SIAM) 

approach to improve consistency and efficiency of performance across a portfolio of multi-sourced 

services. 
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Top and Bottom Skills 

 

Sustainability skills 

• Version 4G of SFIA, which was interim version released in 2010, added 4 sustainability, environmental, 

or ‘green’ skills, which were: 

o Sustainability strategy (SUST) 

o Sustainability management (SUMI) 

o Sustainability assessment (SUAS) 

o Sustainability engineering (SUEN) 

• It is intriguing, and probably slightly disappointing for many, that 

these skills don’t feature in the organisations whose data are included in this study. It doesn’t 

necessarily mean they are completely absent, as participants try to focus on the skills they consider 

core for them, but it does appear that these are not at the top of anyone’s agenda. 

Safety 

• Safety assessment (SFAS) and safety engineering (SFEN) were only validated in a handful of 

individuals. 

• Hardware design (HWDE) was newly introduced in SFIA6 
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• Technical specialism (TECH), application support (ASUP), customer service support 

(CSMG) and performance management (PEMT) are the most commonly validated skills, 

closely followed by customer service support (CSMG), incident management (USUP), 

relationship management (RLMT) and programming/software development (PROG) 

• System installation/decommissioning (HSIN) and problem management (PBMG) have 

moved slightly lower down the list, being overtaken by customer service support (CSMG). 

• Project management (PRMG), Testing (TEST), change management (CHMG), systems 

design (DESN), requirements definition and management (REQM), business analysis 

(BUAN), consultancy (CNSL), release and deployment (RELM), methods and tools 

(METL), IT infrastructure (ITOP), and system software (SYSP), complete the top 20. 

• The low levels of technical specialism (TECH) at level 6 suggests most of our technical 

capabilities are in heritage systems, with only a few people being true evangelists for new 

approaches, methods, or technology. Perhaps the lack of influence within those assessed prohibits 

them from attaining TECH 6 levels. 

• IT infrastructure (ITOP) is new to the top 20. 

• Consultancy (CNSL) has moved down the list but is still in the top 20.  

• Data analysis (DTAN) has moved out of the list. 
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Skills Per Person 

 

 

With the exception of Level 4 Autonomy, most people identify more skills in their Self-Assessment 

compared to when they attend a validation interview. This seems to increase the higher up the levels 

of responsibility. One possible explanation for this is that people managers and senior leaders often 

confuse responsibility and accountability. There are different skills needed to ensure accountability, 

typically much fewer than the skills needed to execute responsibility. As senior managers often defer 

responsibility to others in their teams, but continue to remain accountable, they often assume they 

have skills for activities they are not actually responsible for carrying out personally, and therefore 

we observe that many managers self-select the skills of their team in addition to their own skills.  
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Executive Skills 
Selected ‘executive skills’ for people with Autonomy Level 6 or Level 7. 

Skill Code Level 4 Level 5 Level 6 Level 7 Grand 
Total 

CIPM  18 33  51 

GOVN  25 57 27 109 

ITMG  12 66 36 114 

ITSP  39 50 35 124 

PDSV 6 18 17  41 

PEMT 7 74 117  198 

POMG  11 29 26 66 

 

• The leaders within our organisations often require several of these skills in order to be effective: 

change implementation and planning (CIPM), IT governance (GOVN), IT 

management (ITMG), IT strategy and planning (ITSP), professional development 

(PDSV), performance management (PEMT), and portfolio management (POMG). 

• The low ratio of professional development (PDSV) compared to performance 

management (PEMT) is a major concern within this cohort, suggesting a lack of succession 

planning, investment in individuals and mentoring. Whilst Human Resources may define many of 

the processes associated with performance management and professional development, it is still 

up to the individual people managers to adopt and execute these processes. The focus on 

performance management suggest a bias towards compliance rather than improvement, which 

may look good from a metrics perspective, but will fall short in creating the leaders for the 

future.   
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Information Security / Cyber Security Skills 
(Table Updated) 

Skill Code Level 1 Level 2 Level 3 Level 4 Level 5 Level 6 Level 7 Grand 

Total 

ARCH     108 46  154 

CHMG  32 99 361 145 26  663 

CORE   32 42 27 5  106 

DATM  34 94 129 46 16  319 

DESN  51 187 292 118 9  657 

DGFS    18 5 2  25 

DLMG     110 32 8 150 

GOVN     65 67 31 163 

INAS     27 15 7 49 

IRMG    44 36 30 13 123 

ITOP 4 84 159 191    438 

NTDS     62 23  85 

PENT    11 7 3  21 

PROG  86 255 363 141   845 

SCAD 45 119 120 84 32 14  414 

SCTY   39 48 45 32 12 176 

SORC  19 35 71 43 17 5 190 

STMG   40 40 16 9  105 

TEST 42 78 291 185 66 15  677 

 

One of the key focus areas for SFIA6 was in Information and Cyber Security, as the importance of these 

disciplines has significantly increased due to cyber terrorism, fraud, hacking, identity theft, data loss, denial 

of service attacks, industrial espionage, and other such challenges. 

The skills listed above were highlighted as being of importance within security-related roles, and all these 

skills received review to ensure they reflected the current situation at the time of updating SFIA to 

version 6 and included a specific reference to security. These skills are:  

• Solution architecture (ARCH)  

• Change management (CHMG)  

• Conformance review (CORE)  

• Data management (DATM)  

• Systems design (DESN)  

• Digital forensics (DGFS)  

• System development management 

(DLMG), 

• IT governance (GOVN) 

• Information assurance (INAS)  

• Information management (IRMG)  

• IT infrastructure (ITOP) 

• Network design (NTDS)  

• Penetration testing (PENT)  

• Programming/software development 

(PROG) 

• Security administration (SCAD) 

• Information security (SCTY) 

• Sourcing (SORC)  

• Storage management (STMG)  

• Testing (TEST) 
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• Systems Design (DESN) is low at level 6 in terms of validation results. 

• System development management (DLMG) is described in SFIA6 at level 7, but only a 

small number have been validated with this skill at this level. 

• IT infrastructure (ITOP) at level 1 is very low in terms of validated skills, with many more 

resources validated for this skill at higher levels. This may be due to increased automation 

replacing the need for this skill to be exercised purely at this lower level. 

• The highest level of penetration testing (PENT) skill, at 

level 6, is also notable by small numbers in the validation 

results. This could be because this level of the skill is found in 

resources outside of those in scope for assessment, and 

possibly secured through external service providers, 

but given the validation of this skill in several resources 

at lower levels, it is more likely that organisations are 

failing to appoint staff to cover this level of penetration 

testing. 

• Sourcing (SORC) at level 7 is low in validated numbers, as this skill is often found in 

procurement teams rather than purely IT-related resources. 

• The low counts of some Security / Cyber skills at levels 6 and 7 suggest we are still very 

fragmented in our approach to security. The threats we face are complex in nature, often 

attacking organisations on multiple fronts, yet our capabilities lack an Enterprise approach, 

making it easier for those wanting to exploit our fragmented defences. As levels 6 and 7 are 

predominantly concerned with setting strategy and policy, and providing governance in Security, 

this suggests a true skills shortage in this category, and therefore represents a potential critical 

risk for these organisations. 

Regardless of whether any organisation or managers believes there is a skills shortage or not, the point is 

that we must assess this in each organisation so that this is known rather than just assumed.  
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New Skills 

 
Skill Code Level 

1 
Level 

2 
Level 

3 
Level 

4 
Level 

5 
Level 

6 
Level 

7 
Grand 
Total 

DGFS  
  

18 5 2  25 

HWDE  
  

9 4 0  13 

PEMT  
  

369 619 148  1136 

PENT  
  

11 7 3  21 

PROD  
 

5 12 11 9  37 

SORC  19 35 71 43 17 5 190 

 

The following skills were added to SFIA6:  

• Digital forensics (DGFS)  

• Hardware design (HWDE) 

• Performance management (PEMT) 

• Penetration testing (PENT) 

• Product management (PROD) 

• Sourcing (SORC) 

• Hardware design (HWDE) has only been identified 

in low numbers, and only validated at two of the three 

levels at which it is described in SFIA 

• The large numbers at all levels of performance management (PEMT) highlight how widespread 

this skill is, and the benefit of highlighting it as a distinct skill rather than being hidden within parts of 

the generic levels of responsibility descriptions. 

• The relatively low levels of penetration testing (PENT) skills should be considered by all 

organisations. It may reflect an external dependency, or potentially an area that isn’t covered – 

representing a critical risk in this crucial area. 

• Product management (PROD) has been validated in several resources and is often found in 

organisations which are adopting or enhancing their agile capabilities. 

• Sourcing (SORC) is also well represented at several levels, apart from the highest. SFIA6 

consolidated aspects of the former procurement (PROC) and supplier relationship 

management (SURE) skills from SFIA version 5. 

• Whilst performance management (PEMT) is a new skill for SFIA 6, it is a well-accepted skill in 

the market. The large numbers of people with this skill suggest many of our organisations articulate to 

need for Performance Management, ensuring that people managers and team leaders have the ability 

to identify performance issues. 

• The low numbers of skills for penetration testing (PENT) and digital forensics (DGFS) 

illustrate the specialist nature of Cyber Security, and a clue where some of the skills shortages in 

Cyber are. As organisations continue to expand their Digital footprint, these specialist skills are going 

to become even more in demand and will force organisations to create this capability internally. 
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SFIA Users 
 

The following data has been provided by the SFIA Foundation and represents the number of 

organisations and individuals who registered as licenced SFIA users on the SFIA Foundation website since 

the SFIA6 launch on 30th June 2015. 

 

Figure 1 Global User image from Google Analytics 30 June 2015- 03 January 2018 

 

Global Framework Download Data 

Country  User Total Corporate Evaluation Personal 

Great Britain 7509 1689 1050 4770 

Australia 4,718 883 656 3,229 

Europe (excluding UK) 2,590 400 713 1,477 

United States 1,740 425 367 948 

Canada 1,012 90 193 729 

New Zealand 631 135 103 393 

India 383 72 70 241 

UAE + Saudi Arabia 289 50 41 198 

China + Hong Kong 152 25 52 75 

Rest of the World 3,174 318 638 2,218 

Non-specified 2,150 182 382 1,586 

Total 24,348 4,269 4,265 15,864 
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SFIA can be downloaded from the SFIA Foundation website www.sfia-online.org 

The website also contains useful information about SFIA and how to make use of it as an individual or an 

organisation. This includes the details of SFIA Partners providing SFIA-related consultancy, training, and 

tools, 
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